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Permacrisis: blockchain’s plan to fix the
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ABSTRACT

Permacrisis has also reached the doorstep of European Union (EU) personal data law. It
isno surprise that this has prompted a major reevaluation of significant normative issues in
the field. The primary challenge lies in the rapid growth of advanced technologies, such as
blockchain. This raises the first question: “What is a blockchain?” A collection of permanent
records linked together and highly resistant to alteration. In other words, a 21st-century
revolution which repeatedly tests traditional frameworks such as the General Data Pro-
tection Regulation (GDPR). The GDPR’s 'right to be forgotten’ principle, which allows data
subjects to request the deletion of their personal data, conflicts with the immutable nature
of blockchain. Furthermore, the integration of blockchain into existing legal systems raises
issues of compatibility and effectiveness. This paper discusses the conflict by examining
several examples from EU member states, beginning with the Berlin-based company Big-
chainDB’s initiative and extending to Italy’s challenges in reconciling GDPR principles with
new sector-specific requirements. Finally, it offers multi-faceted approaches necessary to
address the significant challenges posed by blockchain.
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I.  INTRODUCTION

The convergence of blockchain technology and the European Union’s
GDPR poses one of the most intricate legal dilemmas of the digital era.
With its core attributes of decentralization, transparency, and perma-
nence, blockchain holds groundbreaking potential across sectors like

[1] Atanulmany megjelenéséta Nemzeti Média és Hirkozlési Hat6sag tdmogatta | The publi-
cation of the study was supported by the National Media and Infocommunications Authority
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finance, healthcare, and supply chain logistics.[? Yet, these very characteristics
clash with the principles of the GDPR, notably the Right to be Forgotten (Article
17) and the requirements for data minimization (Artice 5(1)(c)). This conflict
highlights the broader difficulties regulators encounter in an age of continuous
crisis, where technological, economic, and geopolitical upheavals intersect to
fuel ongoing uncertainty.

Under the GDPR, the immutable nature of blockchain directly contradicts
the requirement to erase personal data upon request. Once data is recorded
on blockchain ledger, it becomes permanent, and deleting it necessitates com-
plex technical and operational adjustments that undermine the integrity of the
ledger.®! This presents a core challenge for regulators, as it implies that GDPR
compliance may require technical adjustments that could disrupt blockchain’s
fundamental functionality, jeopardizing its decentralized structure.™

Although methods like pseudonymization and hashing have been suggest-
ed, they do not entirely remove GDPR compliance risks, as hashed data can fre-
quently be re-identified.”! New blockchain frameworks, such as BigchainDB, aim
to address these conflicts by incorporating privacy-enhancing features like per-
missioned networks and selective data sharing, but substantial obstacles still
persist.®! For instance, the implementation of permissioned networks could pro-
vide some control over data sharing, but this control goes against the core decen-
tralized principles of blockchain, creating a conflict between privacy protection
and decentralization.”

Italy’s regulatory strategy offers valuable lessons for tackling blockchain
compliance. The Italian Data Protection Authority (Garante per la Protezione
dei Dati Personali) has stressed the importance of establishing clear account-
ability structures within blockchain systems, particularly in identifying ,data
controllers’ and ,processors’ under the GDPR.®! Italy has also led the way in using
blockchain within public administration including its integration into the digi-
tal identity system, Sistema Pubblico di Identita Digitale (SPID), while ensuring
GDPR compliance. These efforts demonstrate the potential to align blockchain
innovation with robust data protection standards.

The European Union has made addressing data protection challenges a key
part of its digital transformation strategy. While the European Blockchain
Partnership (EBP) aims to establish a cohesive blockchain framework across
member states, the absence of enforceable legal provisions hinders effective im-

[2] Zavolokina etal., 2020.

[3] Finck, 2018, 88-116.

[4] Lopes - Castro - Russo, 2024.

[5] Voigt - von dem Bussche, 2017.

[6] BigchainDB: BigChain White Paper, 2020.

[7] Li-Jiang- Chen, 2017.

[8] Garante per la Protezione dei Dati Personali: Annual Report on Emerging Technologies, 2021.
[9] Mentasti, 2020; Hong - Kim, 2020, 1238.; Torres, 2018.
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plementation. [taly’s initiatives and the EU’s broader regulatory landscape re-
flect widespread uncertainties, especially regarding cross-border data transfers
after the Schrems II ruling.® The global, decentralized nature of blockchain
often complicates the process of ensuring adequate personal data protections
as mandated by the GDPR.[*?l As blockchain projects expand beyong the EU’s
borders, the challenges of balancing decentralized autonomy with centralized
regulatory oversight will become increasingly evident.

Blockchain’s ability to transform emerging industries is unquestionable.
Yet, its conflict with GDPR principles underscores the challenges regulators
and businesses face in striking a balance between innovation and compliance.
Although technologies like BichainDB and privacy-enhancing features provide
potential solutions, significant hurdles still exist. Likewise, Italy’s approach
showcases how decentralized technologies can be utilized in the public sector,
however, greater legal clarity at the EU level is necessary to ensure that block-
chain’s transformative potential is fully realized within a strong data protection.

II. THE FRAMEWORK OF THE STUDY

1. Theoretical Context

As mandated by BigchainDB, blockchain technology can address GDPR con-
cerns primarily through permissioned networks and selective data sharing. An-
other great example of exposing personal data while maintaining blockchain’s
decentralized structure has been provided by Italy’s public digital identity sys-
tem’s approach. Both attempts have been subject to scrutiny. Italy’s approach
faces ongoing concerns about establishing clear accountability structures, par-
ticularly in identifying data controllers and processors, as required by the GDPR.
Additionally, the integration of blockchain within a decentralized framework in
the public sector may conflict with GDPR’s emphasis on centralized oversight, es-
pecially in relation to data protection mechanisms.*®! In the case of BigchainDB,
the use of permissioned networks limits the level of decentralization typically
associated with blockchain technology. Moreover, privacy-enhancing features
like selective data sharing do not entirely mitigate the risk of data re-identifica-
tion, which remains a significant challenge under GDPR.

Therefore, our research will focus on evaluating whether blockchain technol-
ogy, when applied strategically, can overcome the normative challenges posed

[10] EBP Declaration, 2018.

[11] Case C-311/18. Data Protection Commissioner v Facebook Ireland Limited and Maximillian
Schrem. Judgment of the Court (Grand Chamber) of 16 July 2020, ECLI:EU:C:2020:559.

[12] Voigt - von dem Bussche, 2017.

[13] Werbach, 2018.
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by the GDPR. Specifically, we will examine how blockchain can reconcile its im-
mutable data storage with the GDPR’s requirements for personal data rights.

2. Legal Context

In our research, we will use document analysis and case studies methodolo-
gies to explore the potential of blockchain technology in overcoming the norma-
tive challenges posed by the GDPR. Through document analysis, we will closely
examine the relevant legal texts, including key articles of the GDPR, to under-
stand how blockchain’s immutable data storage interacts with the requirements
for personal data rights. We will also analyze case studies, including BigchainDB
and Italy’s initiatives, which respectively aim to address GDPR concerns through
permissioned networks and integrate blockchain into public administration sys-
tems.

Additionally, we will review key literature on blockchain to enhance our
understanding of its technical foundations and regulatory implications. Works
such as Satoshi Nakamoto’s Bitcoin: A Peer-to-Peer Electronic Cash System,¥]
Blockchain and the Law by Dariusz Szostek,™>) and Mastering Blockchain by
Bashir Imran, provide critical perspectives on how blockchain can help resolve
legal challenges and explore how its decentralized structure can be harmonized
with legal data privacy requirements.

We will also examine the views of key advisory think tanks, such as EU Block-
chain Observatory and Forum, to assess how the EU perceives the use of block-
chain in relation to GDPR compliance.

III. DATA AND INFORMATION

1. Historical Overview of the Right to be Forgotten

As society’s perceptions of privacy, data security, and individual autonomy
have changed over time, so too has the legal notion known as the Right to be
Forgotten (RTBF). Its roots are in European legal traditions, where civil law sys-
tems have long placed a strong emphasis on protecting people’s reputations and
sense of dignity.[*®

The European Union’s 1995 Data Protection Directive, which established the
framework of contemporary privacy rules, was the first directive to introduce
the context of data protection. When personal data was no longer required for

[14] Nakamoto, 2009.
[15] Szostek, 2019.
[16] Weber, 2011, 120-130.
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the purpose for which it was gathered, society had the right to request that it be
erased under Article 12(b) of the directive. However, the Directive’s provisions
were more restricted in scope than those of the GDPR, and the phrase ‘Right to
be Forgotten’ was not used explicitly.”!

With a historic Court of Justice of the European Union (CJEU) ruling in Google
Spain v. AEPD"®! in 2014, the RTBF attracted global attention. Based on the case
materials, a Spanish citizen asked Google to remove links to out-of-date and unre-
lated material about his financial background from its search results. Search en-
gines are data controllers under EU law, according to the CJEU, and therefore have
to comply be data users’ requests to remove links that are "inadequate, irrelevant,
or no longer relevant”.!? This landmark decision created a precedent for the
RTBF’s inclusion in the GDPR and recognised it as a fundamental right under EU law.

The RTBF was defined in Article 17 of the GDPR, which went into effect in
2018. Under certain circumstances, such as when the data is no longer reuqired
for the reason it was collected, when consent is revoked, or when the data has
been processed unlawfully, this clause gives data users the right to request the
erasure of their personal data.?! However, the GDPR also introduced restric-
tions to the RTBEF, including exclusions for legal requirements, public interest,
and freedom of expression.

The RTBF has impacted data privacy regulations outside of the EU, such as
in Asia and Latin America. The RTBF’s global reach is demonstrated by the com-
parable provisions found in South Korea’s Personal Information Protection Act
(PIPA) and Brazil’s General Data Protection Law (LGPD).2Y Its application out-
side of the EU has been uneven, too, with certain countries prioritizing freedom
of expression over data erasure rights.

The RTBF has been criticised by a number of sources despite its importance.
Critics contend that it is incompatible with people’s right to know and freedom
of expression, especially when it comes to historical documents or prominent
people.l?

In conclusion, the RTBF has developed from a theoretical concept to a funda-
mental component of contemporary data protection law. The EU’s commitment
to protecting individual privacy in the digital age is shown in its inclusion in the
GDPR. The RTBF’s implementation is still difficult,’?® though, as the blockchain
scenario illustrates, especially when it comes to balancing it with technical ad-
vancement and fundamental rights.?4

[17] Kuner, 2012, 1-14.

[18] CJEU (2014). Google Spain v. Agencia Espariola de Proteccién de Datos (AEPD). Case C-131/12.
[19] CJEU (2014). Google Spain v. Agencia Espariola de Proteccién de Datos (AEPD). Case C-131/12.
[20] Voigt - von dem Bussche, 2017.

[21] Greenleaf, 2021, 169.

[22] Rosen,2012,88-92.

[23] Barnal, 2018.

[24] Weber - Staiger, 2021, 229-241.
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2. BigchainDB’s Initiative

BigchainDB is a noteworthy blockchain innovation that attempts to solve
some of the fundamental drawbacks of conventional blockchain systems, specif-
ically with regard to data privacy and GDPR compliance.”®! BigchainDB presents
a hybrid architecture that combines the advantages of blockchain technology
with the scalability and performance of distributed databases, in contrast to tra-
ditional blockchains, which place an absolute priority on decentralisation and
immutability.i2¢!

BigchainDB'’s support for permissioned networks, which limit access to only
those who are authorised, is one of its distinguishing features. Because it en-
ables participants to manage who can access and interact with personal data
stored on the blockchain, this feature is especially pertinent when it comes to
GDPR compliance.?”! Public blockchains, such as Bitcoin,?® on the other hand,
are completely open, which makes it challenging to implement data protection
measures.

BigchainDB has been used in a number of industries, such as intellectual
property, supply chain management, and healthcare. BigchainDB, for instance,
has been utilised in the healthcare industry to develop safe and compatible sys-
tems for exchanging patient data while guaranteeing adherence to data protec-
tion laws.[?°! [t has also made it possible for supply chain management to be more
transparent and traceable without sacrificing the privacy of sensitive data.

These applications do, however, also draw attention to the continued diffi-
culties in integrating blockchain technology with GDPR. For instance, health-
care providers can securely share patient data using BigchainDB'’s selective data
sharing capability, but this does not completely remove the risk of reidentifica-
tion or unathorised access.% To guarantee complete compliance with GDPR, or-
ganizations must implement extra security measures like audit trails and access
controls.BY

Hence, key initiatives proposed by BigchainDB can be placed as follows: per-
missioned networks, selective data sharing, and mutable data structures. The
actions taken by it mark a major advancement in bringing blockchain technol-
ogy into compliance with GDPR regulations. Its technological advancements,
practical uses, and privacy-enhancing features show promise in balancing the
flexibility demanded by contemporary data protection regulations with the im-
mutability of blockchain. However, there are still a lot of obstacles to overcome,

[25] Werbach, 2018.

[26] BigchainDB 2.0, 2020.
[27] Zavolokina etal., 2020.
[28] Bashir, 2022.

[29] McConaghy etal,, 2016.
[30] Zavolokina et al., 2020.
[31] Lloyd, 2020.
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such the trade-off between control and decentralisation, the possibility of data
re-identification, and legal ambiguity.

3. [Italy’s Initiative

While tackling the difficulties presented by the GDPR, Italy has become a
leader in the European Union in investigating the possibilities of blockchain
technology. Italy has shown how blockchain may be incorporated into public
administration systems without sacrificing data privacy standards with its cre-
ative legislative framework and useful uses. The regulatory approach, the incor-
poration of blockchain technology into the Sistema Pubblico di Identita Digitale
(SPID), and the wider ramifications for GDPR compliance are the main topics of
this section’s analysis of Italy’s projects.

Italy has taken a proactive but cautious approach to blockchain regulation,
striking a balance between innovation and strong data security. This approach
was largely shaped by the Italian Data Protection Authority (Garante per la Pro-
tezione dei Dati Personali), which highlights the significance of openness and
accountability in blockchain systems.** In particular, as mandated by GDPR Ar-
ticle 4, the Garante has emphasised the necessity of identifying data controllers
and processors within blockchain networks. In decentralised systems, where
several participants frequently share responsibilities for data processing, this
is especially difficult.

The EU Blockchain Observatory and Forum’s recommendations, which sup-
port a uniform approach to blockchain regulation among member states, are
also incorporated into Italy’s regulatory framework (EU Blockchain Observato-
ry, 2020). Italy has set itself up as a role model for other EU nations looking to
govern blockchain technology by implementing these recommendations.

[taly has created blockchain implementation guidelines to address this issue,
mandating that companies set up transparent governance and accountability
frameworks.®¥ Blockchain-using public and private organisations, for instance,
are required to record their data processing operations and make sure that all
parties adhere to GDPR guidelines, which include purpose limitation and data
minimisation. With these actions, Italy has established itself as a template for
other EU nations looking to control blockchain technology.

The incorporation of blockchain technology® into Italy’s public digital iden-
tity system is among the nation’s most noteworthy initiatives. In order to access
public services including social security benefits, medical information, and tax

[32] Werbach, 2018.

[33] Garante per la Protezione dei Dati Personali: Annual Report on Emerging Technologies, 2021.
[34] Mentasti, 2020.

[35] Reed, 2012.
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filings, SPID gives residents a single digital identity.®*® Italy hopes to improve
SPID’s efficiency, security, and transparency while maintaining GDPR compli-
ance by implementing blockchain technology.

Decentralised identity management, which enables users to manage their
personal data and share it with both public and private entities selectively, is the
core of blockchain’s function in SPID.?”I For instance, a citizen can visit a health-
care site using their SPID credentials, giving the provider access to particular
medical details without disclosing their complete identity. Since people still have
control over their information, this is in line with the GDPR'’s principles of user
permission and data minimisation.

Blockchain integration with SPID has not been withoutits difficulties, though.
The tension between centralised oversight and decentralisation is one of the
main issues. Although the decentralised structure of blockchain improves se-
curity and transparency, it makes it more difficult to enforce the accountability
requirements of the GDPR, especially when it comes to identifying data control-
lers and processors.®® In order to solve this, Italy has put in place hybrid models
that guarantee compliance without compromising the fundamental ideas of the
technology by combining blockchain with centralised oversight mechanisms.

IV. DISCUSSION

The immutability of the blockchain and its inconsistency with the GDPR’s
Right to be Forgotten (Article 17) are among the most controversial topics in
the discussion between the two laws. Blockchain proponents contend that im-
mutability is a fundamental characteristic that guarantees data confidentiality
and integrity, making it essential for uses such as supply chain management and
financial transactions. As Satoshi Nakamoto originally proposed in the Bitcoin
whitepaper,®¥ its core value lies in its capacity to prevent unathorized data al-
terations, hence increasing trustless security mechanisms. However, critics con-
tend that there is a fundamental inconsistency between the two since immuta-
bility directly conflicts with GDPR’s demand for data erasure. Michele Finck in
Blockchain Regulation and Governance in Europe™® claims that simple technical
modifications are insufficient to address the fundamental legal incompatibili-
ty this conflict presents. Furthermore, blockchain’s resistance to change can
make it difficult for regulators to intervene, which presents challenges for both
data protection authorities and individuals attempting to enforce their privacy

[36] Mentasti, 2020.

[37] Hong - Kim, 2020, 1238.
[38] Torres, 2018.

[39] Nakatomo, 2009

[40] Finck, 2019.
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rights, as Karen Yeung and Martin Lodge point out in Algorithmic Regulation.™!!

In Blockchain and the New Architecture of Trust, Werbach challenges this
view, arguing that the conflict between immutability and GDPR is not absolute
because new cryptographic techniques like chameleon hashes and zero-knowl-
edge proofs can allow for GDPR data erasure requirements to be met without
sacrificing blockchain’s essential features.*?!

Blockchain’s immutability is one of its distinguishing features, but its not
absolute. Off-chain storage and changeable blockchains are two solutions that
have been put up to deal with this problem. BigchainDB’s hybrid architecture,
for instance, permits restricted data alteration, facilitating adherence to GDPR’s
erasure regulations without jeopardising the ledger’s integrity.*3! As Finck ex-
plains, permissioned and mutable blockchain systems like BigchainDB introduce
additional regulatory flexibility, that increases their capability to adjust to data
protection regulations.**! These answers, however, make it unclear if these sys-
tems are still legitimate blockchains or if they are an entirely distinct kind of
technologies. Werbach points out that altering the immutability of blockchain
for legal compliance could lead to ‘blockchains in name only,” which could under-
mine the security and decentralisation guarantees that give the technology its
value.[*]

Data erasure is still difficult to implement practically, even with malleable
blockchains. To remove data from a blockchain, for instance, all parties may
need to agree, which is challenging in decentralised networks.*?! Furthermore,
as re-identified data would still be liable for GDPR’s obligations, the possibility
of data re-identification by hashing or encryption compromises the efficacy of
these solutions.

The conflict between the decentralised nature of blockchain technology and
the accountability requirements of GDPR is another important issue. Since de-
centralisation reduces single points of failure and increases transparency, it is
frequently viewed as a strength of blockchain technology.*”! However, in decen-
tralised systems where accountability is shared among several parties, it is chal-
lenging to identify data controllers and processors as required by GDPR (Article 4).

By highlighting the necessity of transparent governance structures in block-
chain networks, Italy’s legislative framework offers a possible remedy for this is-
sue.8 For instance, procedures for identifying data controllers and processors
are part of Italy’s blockchain integration with SPID, guaranteeing adherence to

[41] Yeung - Lodge, 2019.

[42] Werbach, 2018.

[43] BigchainDB, 2020.

[44] Finck, 2019.

[45] Werbach, 2018.

[46] Voight - von dem Busche, 2017.

[47] Sosztek, 2019.

[48] Garante per la Protezione dei Dati Personali: Annual Report on Emerging Technologies, 2021.
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the accountability requirements of the GDPR. This strategy shows that account-
ability and decentralisation are not compatible.

Although Italy’s efforts provide insightful information, they also draw atten-
tion to the drawbacks of implementing centralised oversight in decentralised
systems. The fundamental tenets of deecentralisaion, like autonomy and resist-
ance to censorship, may be compromised by hybrid models that blend blockchain
by hybrid models that blend blokcchain technology with centralised process-
es.*1 Furthermore, businesses that operate in several jurisdictions face ambi-
guity due to the absence of unified EU-wide regulations, which makes achieving
GDPR compliance more difficult.

V. CONCLUSION

One of the most pressing challenges and issues facing the digital age is the
convergence of blockchain technology with the GDPR. The research of this study
was to determine whether the inherent characteristics of blockchain-decentral-
ization, immutability, and transparency-could be balanced with the data protec-
tion requirements of the GDPR, namely the Right to be Forgotten and accounta-
bility duties.

Through document analysis and case studies, this research demonstrated
that although the immutability of blockchain presents difficulties for data era-
sure requirements, new solutions and critical initiatives like permissioned net-
works (BigchainDB) and off-chain storage (Italy’s legal system) offer workable
routes to compliance, and highlight the difficulties and constraints in bringing
these two paradigms into harmony. The main takeaways from the analysis are
summarised in this last chapter, which also considers the wider ramifications
and suggests possible future directions.

The dispute between blockchain and the GDPR is a microcosm of the larger
issues brought on by the quick speed of technical advancement. Although there
are many obstacles in the way, there are also chances for advancement, coop-
eration, and creativity. Stakeholders can maximise the potential of blockchain
technology while preserving people’s fundamental rights by tackling these is-
sues head-on. The lessons learnt from the blockchain-GDPR controversy will be
crucial in determining how technology and regulations develop in the future as
the digital world changes.

[49] Li-Jiang - Chen, 2017.
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